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Abstract
A protocol for quantum bit commitment is proposed. This protocol
is very ecient, feasible with present technology, and is secure even
against cheaters with unlimited computing power.
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Quantum cryptography was initiated by the pioneering work of Wiesner
in late Sixties (his paper, however, was not published until 1983 [1]). Over
the past two decades, many applications of quantum cryptography have been
discovered [2]. One of the most outstanding applications of quantum cryp-
tography is quantum bit commitment.
The interest in bit commitment is motivated by a recent trend in cryp-
tographic research to reduce or more preferably to eliminate the complexity
assumptions from the protocols. Many protocol problems that were previ-
ously solved subject to complexity assumptions are now being solved without
these assumptions. These breakthroughs demonstrate the weaknesses of the
unproven complexity assumptions. One way of eliminating the complexity
assumptions from a protocol is to build the protocol using a small set of rel-
atively simple primitives. The security of the protocol then entirely depends
on the security of its primitives. One of the most fundamental primitives is
the bit commitment. The extreme generality and usefulness of bit commit-
ment primitive has been demonstrated by several authors [3].
Let us briey review the goal of the bit commitment protocol:
(1) Alice has a bit  in mind to which she would like to be committed toward
Bob.
(2) Bob should not learn any information about  before Alice opens up the
commitment.
(3) Alice should not be able to change the value of  after the commitment.
In the past, several bit commitment protocols based on complexity as-
sumptions have been proposed. However, none of these protocols are safe
against cheaters with unlimited computing power. Bit commitment proto-
cols based on uncertainty principle have also been proposed. These protocols
are either insecure against cheaters who have access to Einstein, Podolsky,
Rosen (EPR) states [4], or are highly inecient and may not be safe against
cheaters who can perform coherent measurements [5]. In this letter, we de-
scribe a very ecient quantum bit commitment protocol which is feasible
with present technology, and is secure even against cheaters with unlimited
computing power.
Before proceeding, it is useful to review some elementary features of quan-





(j"#i+ j#"i). After particles are spatially separated, the spins of
particles are measured along two arbitrary axes ~a and
~
b in the xy plane (the
z axis is along the direction of ight of particles). The expected value of the







ji = cos (  ) ; (1)





and the x axis. Similarly for a pair
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j	i = sin ( + ) : (2)
With the above in mind, we now proceed to describe a quantum bit
commitment protocol based on EPR. Alice and Bob initiate the following
steps:
(1) Alice and Bob agree that if Alice wants to be committed to bit  = 1,
then she will choose state ji, and if she wants to be committed to the bit
 = 0, then she will choose state j	i. They also agree on a security parameter
n.
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g. They also agree that Alice will measure the spin of the rst particle
of the ith EPR pair at angle 
i
.
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1, if the spin of the particle is along the x axis or along the
y axis,
0, if the spin of the particle is along the  x axis or along the
 y axis:
She sends the second particle of the ith EPR pair to Bob. Bob measures the
















1, if the spin of the particle is along the x axis or along the
y axis,
0, if the spin of the particle is along the  x axis or along the
 y axis:
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) secret.
Notice that the received vector V does not reveal any information about
the bit  since Bob does not know whether Alice selected state j	i or ji.
In fact, according to the standard rules of quantum mechanics, Bob does
not learn any information about Alice's bit no matter along which axis he
performs his measurement.
We now consider the opening of the commitment. Alice and Bob initiate
the following steps:
(1) Alice reveals the bit  and the vector U to Bob [As previously stated,
 = 1 indicates that Alice has chosen the state ji, and  = 0 indicates that





































(3) If these conditions are satised, then Bob accepts that Alice had indeed
committed to the bit .
Theorem: Assuming that Alice can not store the bit until the opening of
the commitment, the above bit commitment protocol is secure even against
cheaters with unlimited computing power.
Proof: First note that if Alice is honest, and if no transmission errors
occur [6], then condition (2) is always satised. Now suppose that a cheating
Alice tries to commit in a way that will enable her to change  at a later time.
In order to achieve this, she must tell Bob that she had selected (for example)
state ji, when in reality she had committed to the state j	i. Consider an
instance when Alice is supposed to measure the spin of the particle along
the x axis, i.e., when 
i
= 0. If she cheats and tells Bob that she had used
ji and makes up a value for the spin of the particle along the x axis, then
the probability that her guess is correct is
1
2
. Therefore, in the long run,











particles to reach a decision: When Alice tells Bob that she













hence he uses only
n
2
particles to decide if Alice is honest. Similarly, when
Alice says that she has committed to state j 	i, then Bob considers only

















, and hence Bob uses only
n
2
to reach a decision]. For suciently
large security parameter n, the probability of success of a cheating Alice can
be made arbitrarily small.
A better strategy for a cheating Alice is to measure the spin of the ith





. In fact due to the symmetry of the
problem, the best strategy for a cheating Alice is to measure the spin of each
particle at angle 45






). Therefore in the long run, the probability that she







, which can be made arbitrarily small
for suciently large n.
In summary, we have described an ecient quantum bit commitment
protocol which is feasible with present technology. This protocol is secure
even against cheaters with unlimited computing power.
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for at least (100   )% of the time.















for at least (100   )% of the time.
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